SPAMINA

Securing Digital Communications

KEY BENEFITS
CLOUD EMAIL ARCHIVING

Keep corporate email archived, accessible,

manageable’ and Compliant Capture all email at network edge to prevent
® potential deletion or tampering

Maximize data integrity

Maintain data immutability for an unlimited time
® period

Place legal holds on mailboxes without disrupting
e operations or generating unnecessary alerts

Cloud Email . Increase agility
Archiving : -

e Gain anytime, anywhere access with cloud delivery

« Maintain a single, consistent archive for all incoming
and outgoing email messages

e Increase archive capacity on demand

e Change retention and archiving policies as needed
while retaining legacy emails

ARCHIVED ACCESIBLE MANAGEABLE COMPLIANT Accelerate |ega| discovery and Slmp|lfy
compliance

Maintaining email archives for meeting legal retention,
discovery, and compliance requirements becomes more difficult o Perform complex, detailed searches in seconds
every year. By 2021, the total number of business and consumer
emails sent and received each day is expected to reach almost
320 billion . The amount of sensitive information sent through
email is accelerating as is the number of damaging data loss e Save time with built-in support for audit and
events. With growing volumes of confidential emails, email compliance activities

hacks, and changing compliance requirements, such as the new
EU General Data Protection Regulation (GDPR), email archiving
capabilities must keep pace.

e Expandinstant search and recovery across the
entire email archive

@ Enhance staff productivity

Spamina Cloud Email Archiving is an enterprise-scale, - Slimallifyengement it e sl sielk-based

cloud-delivered solution that gives you a powerful tool for email console

retention, legal discovery, and search. We capture all incoming « Place archived emails, audit logs, and end users’

and outgoing email at the network edge, before there is a risk of email at staff fingertips

email being lost or altered. Our “cloud-to-ground” architecture o Access archive from web, Outlook, or mobile device
delivers archiving at scale with consistent high performance. A interaces

single platform for your complete archive—Spamina elevates

email archiving power and manageability. o Automatically record and audit log-ins, searches,

data views, and exports

At the Email Gateway

o--@--o We copy, index, and time-stamp email at the gateway—before incoming mail is forwarded to mailboxes and before
outgoing mail is sent to the Internet for delivery. An edge-centered architecture helps ensure that messages cannot be
lost or altered between arriving in a user’s mailbox and being archived.

From Cloud to Ground
Both system administrators and users can search for archived emails from Outlook, the web, or their mobile devices. Fast,
anywhere-anytime search accelerates discovery without having to involve your IT staff.

Made in Europe
We understand European customers’ geographic data requirements. Our data centers operate in areas where your data
privacy is legally protected from third parties.
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GAIN RELIABLE RETENTION

Retain and manage a single, consistent archive for all of your
organization’s email messages—no matter the volume and time
period. Unlike email archiving solutions that rely on employees
to decide which emails to archive and which to delete, we
capture all email at the network edge and ensure that retention
policies are enforced.

Spamina also provides bottomless email storage. You never have
to worry about running out of server space, limited retention
periods, or adding costly infrastructure. Our always-on cloud
archive offers high resiliency and nonstop availability.

ENABLE TRANSPARENT LEGAL HOLD

Users should not be alerted if their mailbox is placed on legal
hold. Other archiving solutions notify users, which can disrupt
work, cause alarm, and jeopardize the legal discovery process.
Spamina Cloud Email Archiving resides on a completely
separate infrastructure from your email system, enabling you to
quickly and transparently place legal holds on email boxes for
secure discovery.

ACHIEVE HIGH-PERFORMANCE SEARCH

We provide near-real-time search capabilities across your entire
email archive. An advanced search engine enables you to
perform complex detailed searches in seconds. Rapid retrieval
helps accelerate legal discovery. Spamina also indexes
attachment content and exports email to most standard
formats.

SUPPORT COMPLIANCE INITIATIVES

The Spamina Cloud Email Archiving solution meets critical data
governance requirements for availability, security, usability, and
dataintegrity. Granular, role-based access and controls ensure
that only authorized users can access, search, and manage
archives. Auditors also have clear visibility into search activity.
Email archives support your audit and compliance activities for a
wide range of regulatory acts, including EU GDPR, PCI DSS,
HIPAA, FINRA, PIPED, and other region-specific regulations.

ASK FOR A FREE TRIAL

spamina.com/en/free-evaluation

About Spamina

Spamina provides innovative enterprise solutions in the areas of Threat
Prevention, Data Governance and Secure Collaboration. Our cloud services
offer customers a safe communication environment where business continuity,
service scalability and cost-effectiveness are ensured. Headquartered in
Madrid (Spain), Spamina serves customers in more than 50 countries,
supported by a network of authorized partners.

For more information:
@® vw.spamina.com
@ 34913687733

@ info@spamina.com
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MANAGE ARCHIVES EASILY FROM ANYWHERE

Our unified console enables you to easily manage all of your
organizations’ domains, generate audit reports, and instantly
drill down to information per user. You can change policies and
the mailboxes archived at any time. Even when mailboxes are no
longer archived, or if requirements change, Spamina retains all
legacy archives and policies with full data integrity. Employees
can quickly and easily search their email archives to recover old
or deleted emails. You and your users can access the archive
from the Spamina website, Spamina mobile application, or
Outlook.

GAIN IN-DEPTH REPORTING

Generate reports for the organization overall or by specific user.
User traffic reports include information such as total number of
emails sent and received, volume by kilobytes, ranking of
senders and destinations based on the number of messages
exchanged, and other metrics. Perform reporting on the fly or
automate daily and weekly reporting.

EFFECTIVELY CONTROL ARCHIVING COSTS

Our highly resilient and massively scalable cloud infrastructure
gives you control over archiving costs. Cloud delivery eliminates
the costs of data center hardware acquisition, management, and
upgrades. No matter how large the archive grows or how
complex the searches become, you have the capacity and
predictability needed.

EXTEND THE BENEFITS

Spamina Cloud Email Archiving complements all leading email
systems, including Microsoft Exchange, Microsoft Exchange
Online/Office 365, Lotus Domino and our secure collaboration
solution Parla. You can further extend email protection with
Spamina Cloud Email Firewall, Advanced Threat Protection, and
Cloud Email Encryption & DLP to integrate email protection,
dataloss prevention, and archiving in a single console.
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Spamina Trusted Protection for Enterprise
Email and Instant Messaging
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